Hyperelliptic curves have been widely studied for cryptographic applications, and some special hyperelliptic curves are often considered to be used in practical cryptosystems. Computing Jacobian group orders is an important operation in constructing hyperelliptic curve cryptosystems, and the most common method used for the computation of Jacobian group orders is by computing the zeta functions or the characteristic polynomials of the related hyperelliptic curves. For the hyperelliptic curve C q : v 2 u p au b over the field q with q being a power of an odd prime p, Duursma and Sakurai obtained its characteristic polynomial for q p, a −1, and b ∈ p . In this paper, we determine the characteristic polynomials of C q over the finite field p n for n 1, 2 and a, b ∈ F p n . We also give some computational data which show that many of those curves have large prime factors in their Jacobian group orders, which are both practical and vital for the constructions of efficient and secure hyperelliptic curve cryptosystems.
Introduction and Main Results

Hyperelliptic Curves and Cryptosystems
A hyperelliptic curve C of genus g over q is defined by an equation of the form For an extension Ã of q , the set
is called the set of Ã -rational points on C. The symbol ∞ is called the point at infinity, and the other points are called finite points.
A divisor D is defined as a finite formal sum of finite points or the infinity ∞, while the Jacobian group or simply called Jacobian of the curve C over Ã is an Abelian group composed of some special divisors i.e., reduced divisors on C. This Jacobian group is generally denoted as Â C Ã . A hyperelliptic curve cryptosystem HECC is a cryptosystem constructed on the Jacobian group of the hyperelliptic curve over a finite field. For example, the hyperelliptic curve digital signature algorithm HECDSA is a hyperelliptic curve version of an elliptic curve digital signature algorithm ECDSA . The security of an HECC is based on the discrete logarithm problems in the corresponding Jacobian group.
Since HECC was invented by Koblitz 1 in 1989 , it has been extensively researched, and now it has been considered for practical cryptographic applications. For a certain number of classes of hyperelliptic curves with some specific parameters, the corresponding HECC can even possess lower complexities than an elliptic curve cryptosystem but with the same level of security 2 .
In order to construct a secure HECC, one first has to choose a hyperelliptic curve over a finite field and then compute the order of the hyperelliptic curve Jacobian group. If the order does not have a large prime factor, then the discrete logarithm problems in this Jacobian group may not be hard enough to guarantee the security of the HECC, and so the hyperelliptic curve is not suitable for cryptographic uses and should be chosen again to ensure that the Jacobian group order has some large prime factor. But, in most cases, this computation is a very time-consuming task. Hence, the computation of Jacobian group order is a very important step for the efficient implementation of HECC.
Zeta Functions and Jacobian Group Orders
The most common method used for the computation of Jacobian group orders is by computing the numerator of the zeta functions of the related hyperelliptic curves, or by computing the characteristic polynomial of the hyperelliptic curve. The following results are due to the Weil's theorem 3, 4 and Kedlaya's algorithm 5 .
Let C be a hyperelliptic curve of 1.1 over q . For any positive integer r, let N r denote the number of q r -rational points on C. The zeta function of C is defined as
Then a Z t is a rational function over and can be written
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is called the characteristic polynomial of the Frobenius endomorphism on Â C q it is also called the characteristic polynomial of C over q , and it is can be expressed as
d for any positive integer n, the order of Â C q n is given as
Hence, for any positive integer n, the order of Â C q n can be computed if P t is determined or if N r 1 ≤ r ≤ g are computed.
For a positive integer j, the quadratic character χ j of q j is defined as
1.9
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Obviously, χ j αβ χ j α χ j β holds for any α, β ∈ q j . By using χ j , we can compute N j as
1.10
While for any positive integer j and every field element α ∈ q j , the value of the extended quadratic character χ j at α can be computed as χ j α α q j −1 /2 in q .
Our Main Results
Let C q be the curve with the equation
where a / 0 and q is a power of an odd prime p. Then C q is a hyperelliptic curve of genus p − 1 /2. In 6 , Duursma and Sakurai presented Q t of C q for q p and a −1. That is, the numerator of the corresponding zeta function is given as In this paper, we compute the characteristic polynomials of C q with a, b ∈p n , n 1, 2 and get the following Table 1 .
From the characteristic polynomials of the hyperelliptic curve C p over p n , the orders of Jacobian groups Â C p p n can be easily computed as
For example, if a is a primitive element modulo p, then the characteristic polynomial of C p is 
where λ satisfies λ p−1 1 0. Hence, the order of the Jacobian group of C p over p n is #Â C p p n ζ p−1 1 1 − ζλ p n .
1.15
If n is an integer coprime to p − 1, let η ζ n ; then η will also run through all these roots when ζ runs through the all roots of x p−1 − 1 0. Hence, we have
1.16
If n is an integer not coprime to p−1, let d be the factor of n such that gcd n/d, p−1 1, then we have
1.17
That is, for any positive integer n, the order of the Jacobian group of the curve C p over p n with a being a primitive element modulo p can be computed as
where d is the factor of n such that gcd n/d, p − 1 1. In Table 2 , we give some essential parameters with which the Jacobian group order of C q has some large prime factors, which shows that the C q with these parameters may be used for cryptographic applications.
Isomorphic Curves, Twisted Curves, and Their Characteristic Polynomials
Two hyperelliptic curves of the same genus over the field are called isomorphic over if they are isomorphic as projective varieties over . If C 1 and C 2 are isomorphic over , then their Jacobian groups Â C 1 and Â C 2 are also isomorphic 7 . Hence, the hyperelliptic curve cryptosystem based on the Jacobian group of C 1 is equivalent to that based on the Jacobian group of C 2 .
From 8 , we know how to the hyperelliptic curves are isomorphic. Precisely, suppose C 1 and C 2 are two hyperelliptic curves of the equation forms H i : v 2 h i u v f i u i 1, 2 , respectively, with h i u , f i u monic ∈ u , deg h i u ≤ g, and deg f i u 2g 1. Then C 1 and C 2 are isomorphic over if and only if there exist s ∈ , t ∈ , and r u ∈ u with deg r u ≤ g, such that H 1 can be transformed into H 2 through the coordinate change:
In our case, a hyperelliptic curve C q is isomorphic to the hyperelliptic curve C q if and only if there exist s ∈ * q and t ∈ q such that C q has the equation form
If q p, then C q has the equation form v 2 u p au s 2 1 a t b , s / 0.
2.3
By using 1.10 , we can easily show that if C 1 and C 2 are isomorphic then their characteristic polynomials P 1 t and P 2 t are equal. 
be a hyperelliptic curve of genus g over q of odd characteristic p, and P t its characteristic polynomial. Let γ be a quadratic nonresidue in q . Then, the hyperelliptic curve
has the characteristic polynomial P t P −t .
Proof. Let N j denote the number of rational points of the hyperelliptic curve C over q j and χ j denote the extended quadratic character of q j . Then, since
hence, according to 1.10 , we have
It follows P t P −t from 1.6 , 1.7 , and 1.10 .
8
Mathematical Problems in Engineering
The hyperelliptic curve C is called a twisted curve of C over q by γ . For the curve C q , its twisted curve is a hyperelliptic curve of the equation
with γ a quadratic nonresidue in q .
In the following, we compute the characteristic polynomials of C q over q with q p n .
Hence, there are three isomorphism classes of hyperelliptic curves C p over p which are denoted as C p −1, 0 , C p −1, and C p −1, − , respectively,
2.10
If v 2 u p −u b ∈ C p −1, and γ is a quadratic nonresidue modulo p, then its twisted
According to 9 , we know that the characteristic polynomial of the hyperelliptic curve v 2 u p − u over p is
2.11
While for all the curves in C p −1, or C p −1, − , their characteristic polynomials were proved by Duursma 9 to be
For examples, the curve v 2 u 5 − u over 5 and the curve v 2 u 7 − u over 7 have the characteristic polynomial t 2 − 5 2 and P t t 2 7 3 , respectively. The curves in C 5 −1, or C 7 −1, have the characteristic polynomial t 4 5t 3 15t 2 25t 25 or t 6 7t 5 21t 4 49t 3 147t 2 343t 343, respectively. The curves in C 5 −1, − or C 7 −1, − have the characteristic polynomial t 4 − 5t 3 15t 2 − 25t 25 or t 6 − 7t 5 21t 4 − 49t 3 147t 2 − 343t 343, respectively.
Mathematical Problems in Engineering 9 Case 2. Over p 2 , the hyperelliptic curve v 2 u p u is a quotient of the Hermitian curve v p 1 u p u which is maximal, and this leads to that over p 2 , v 2 u p u has the characteristic polynomial 10 P t t p p−1 .
2.13
Based on the following Theorem 2.6, for any b ∈ p , the curve v 2 u p u b is isomorphic to v 2 u p u. Thus, v 2 u p u b over p 2 also has the characteristic polynomial 2.13 . And it follows that the characteristic polynomial of v 2 u p u b over p equals to
2.14
Then for the fixed a and all b ∈ p , all the hyperelliptic curves v 2 u p au b are isomorphic. Hence, each of these curves is isomorphic to its twisted curve. Thus, the coefficients of the terms of odd degrees in their corresponding characteristic polynomials are zero. In fact, we have the following Lemma 2.2. holds if one of the following three conditions is satisfied:
1 r 2 or r is odd;
2 r > 2 is even and a is a primitive root modulo p.
Proof. Suppose r is odd, and let γ be a quadratic nonresidue in p . Then, we have and it follows x∈ p r χ r x p ax 0. Let r 2 or r even and a a primitive root modulo p. We first show that x p ax will run through p r if x runs through p r . It is equivalent to show that for any x ∈ p r , if x / 0, then x p ax / 0. That is, we have to show that the equation x p ax 0 has no nonzero solution in p r . 
2.18
Proof. x∈ p r χ r x p x 0 comes directly from Lemma 2.2 if r is odd. Suppose r is even and r ≤ p − 1. Let a k 0 ≤ k ≤ p − 1 be the coefficients of the characteristic polynomial 2.14 ; then a k 0 if k is odd, and
if k is even. 
2.22
Proof. Since v 2 u p au b is isomorphic to v 2 u p au, we only have to consider the curve v 2 u p au over p . Let p − 1 ml, then a mk 1 for k 1, 2, . . . , l. For any even positive integer r not divided by m, since a r / 1, the mapping x → x p ax is a one-to-one mapping in p r , hence, we have 
2.30
In addition, for any positive integer k, we have χ mk c p c p p mk −1 /2 −1 p 1 k/2 .
2.31
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And so for k ≤ p − 1 /m, based on 2.21 , we have 
2.32
Therefore, for k 1, . . . , p−1 /2m , we have the coefficients a mk of the corresponding characteristic polynomial P t as follows:
Hence, the characteristic polynomial for even m is
2.34
Especially, if a is a primitive element modulo p, we have P t t p−1 p p−1 /2 .
2.35
Suppose m is odd. Then 2m | p − 1 and 2m is the smallest even positive integer satisfying a 2m 1. According to the equalities 2.25 and 2.27 , we have
where c θ r 1 2m−1 i 0 p i /2m for some integer r 1 . And it follows that χ 2mk c p 1 holds for any positive integer k.
Since for any odd integer k, we have a mk 0. Hence, similar to the proof of the formula 2.21 , for any positive integer k 1 ≤ k ≤ p − 1 /4m , we have
Hence, the corresponding characteristic polynomial coefficient a 2mk for 1 ≤ k ≤ p − 1 /4m equals to p − 1 /2m k p mk .
2.38
13
Thus, the corresponding characteristic polynomial is
For example, let p 13, then a 5 is not a primitive root of modulo p 13. In fact, we have 5 4 ≡ 1 mod 13, and the characteristic polynomial of the curve v 2 u 13 5u over 13 is t 4 169 3 .
Case 4. Now we consider the curves v 2 u p au b over p 2 .
Theorem 2.5. Suppose p is an odd prime number.
1 The curve v 2 u p − u over p 2 has the characteristic polynomial t − p p−1 .
2.40
2 For any nonzero element b ∈ p 2 , the all roots of the equation
are in p 2 . Therefore, for every nonzero element b ∈ p 2 , the hyperelliptic curve v 2 u p − u b over p 2 has the characteristic polynomial
Proof. 1 If x p − x / 0 for x ∈ p 2 , then we have
Hence,
It follows that if α i i 1, . . . , p − 1 are the all roots of the characteristic polynomial of v 2 u p − u over p 2 , then 
It follows α i −1/p p p for i 1, 2, . . . , p − 1 /2. Hence, the characteristic polynomial of the curve v 2 u p − u over p 2 is
For any element b / 0 in p 2 , let s be a root of the equation
Then s, t ∈ p 2 , and so the curve v 2 u p −u b is isomorphic to v 2 u p − u 1. Hence, for any nonzero element b ∈ p 2 , all the curve v 2 u p − u b has the characteristic polynomial
For example, let ν be a root of u 2 u 2 0 mod 5, then the curve C −1,ν : v 2 u 5 − u ν over 5 2 has the characteristic polynomial P t ζ p 1,ζ / 1 t − ζ −1 5 5 t 4 5t 3 25t 2 125t 625.
2.49
Since ν is a quadratic nonresidue in 5 2 , the curve C −1,ν : v 2 u 5 − ν 4 u ν 6 or v 2 u 5 − 2 3ν u 2 2.50 is one twisted curve of C −1,ν . Hence, C −1,ν 's characteristic polynomial is P t t 4 − 5t 3 25t 2 − 125t 625.
2.51
Suppose ξ is a root of x 2 x 3 0 mod 7. Then the curve C −1,ξ : v 2 u 7 − u ξ over 7 2 has the characteristic polynomial P t t 6 − 7t 5 49t 4 − 343t 3 2401t 2 − 16807t 117649.
2.52
Since ξ is a quadratic nonresidue in 7 2 , the curve C −1,ξ : x 0 , which implies x 0 ∈ p 2 . On the other hand, if x 0 is a root of u p u b 0 in
Let x 0 be a root of v 2 u p u b 0 in p 2p , then x 0 ∈ p 2 , and over p 2 , the curve v 2 u p u b is isomorphic to the curve v 2 u p u x p 0 2.56
That is, v 2 u p u b is isomorphic to v 2 u p u c over p 2 since we have
For any b ∈ p 2 \ p , the curve v 2 u p u b has the same characteristic polynomial. 
Some Hyperelliptic Curves C q Suitable for Cryptographic Applications
Due to the Pollard's rho algorithm, Index-calculus algorithm or their modified versions 11-14 , the order of the Jacobian group should have a large prime factor or an almost large prime factor i.e., the order should be a large prime times a small integer, and the hyperelliptic curves of genus greater than 3 may not be secure for cryptographic applications . Otherwise, the discrete logarithm problems on the Jacobian group may probably be solved in a subexponential time complexity or even in a polynomial time complexity. Hence, the characteristic polynomial of C q should be irreducible over the rational number field, and the field characteristic p should be no larger than 7 when the curve C q is considered for cryptographic uses. The following Table 2 lists some values of n, a, b with which C q have reducible characteristic polynomials in rational number field and so they are not secure for cryptographic applications. According to the Theorem 1 in 15 , the curve v 2 u p u b over p is supersingular and thus the parameters the characteristic p and the extension degree of p have to be chosen carefully to defend against an MOV-type attack where the group is embedded in the multiplicative group of a finite field. Furthermore, the curves have a large automorphism group 16 , and the size of the Jacobian should be large enough to defend against a parallelized Pollard rho-type attack.
If the characteristic polynomial P t of a hyperelliptic curve C q over q is determined, then for any positive integer m, the Jacobian group order #Â C q m can be computed as 1.8 .
But if finding the roots of P t is of some high computational complexity, then one can obtain the Jacobian group order by computing the determinant of the 2g × 2g -matrix A m − I, where A is the companion matrix of P t , that is,
3.1
For a positive integer m, by taking t m − 1 modulo P t in the polynomial ring t and setting ξ t t m − 1 mod P t , then we get that ξ t is a monic polynomial of degree no larger than 2g − 1 and
which may be another more efficient method for the computation of the Jacobian group order if the field extension degree m is very large. For C q with q p, a −1, and b / 0 ∈ p , Duursma and Sakurai gave a table about the bit-sizes of the large prime factors of the orders of the Jacobian groups #Â Cm for some parameters p, m in 6 . In Table 3 , we list some parameters q, a, b, m with which the Jacobian group orders #Â Cm have large prime factors, together with the corresponding characteristic polynomials, the largest prime factors, Mathematical Problems in Engineering and their bit sizes. Where "Bits" in Table 3 denotes the bit-sizes of the largest prime factors of the corresponding Jacobian group orders, ν is a root of u 2 u 2 0 mod 5 and ξ is a root of x 2 x 3 0 mod 7. For the listed parameters q, a, b, m in Table 3 , the corresponding Jacobian group orders are almost large primes, and so these hyperelliptic curves C q are suitable for secure hyperelliptic curve cryptographic applications.
Conclusion
The computation of hyperelliptic curve Jacobian group orders is an essential step during constructing HECC. At the present, the most common method used for the computation of Jacobian group orders is by computing the zeta functions or the characteristic polynomials of the related hyperelliptic curves. Hence, computing the characteristic polynomials of hyperelliptic curves is a very useful work, and it is often a challenging work.
In this paper, we determine the characteristic polynomials of C q over the finite field p n for n 1, 2 and a, b ∈ p n . By using the characteristic polynomials one can easily compute out the Jacobian group orders. And we also describe some parameters with which the Jacobian group orders of C q have large prime factors.
The hyperelliptic curves of genus larger than 3 are not secure for cryptographic applications since the corresponding hyperelliptic curve discrete logarithm problems can be solved by the Index-calculus algorithm or its modified versions in some subexponential time. Hence, we should be careful when the curve C q with p > 11 is used for practical cryptosystems. If the implementation speed is the first consideration in the construction of HECC, while the security is not in high demand, then one may choose the curve C q with some high genus or with the Jacobian group order not having so much large prime factor. Besides, some special hyperelliptic curves having fast arithmetic over finite fields can be found efficient applications in pairing-based cryptosystems or identity-based cryptosystems 15, 17 .
Since the divisor scalar multiplication computation is the most extremely timeconsuming operation, we will employ the characteristic polynomials of C q obtained here to develop some efficient scalar multiplication algorithms on C q in our future work.
